
A  C A S E  S T U D Y  F O R  I D E N T I F Y I N G  S TA F F  B E I N G  TA R G E T E D   O N  T H E  D A R K  W E B

E X E C U T I V E S
U N D E R  T H R E AT

The threat to executive personnel across all 
industries has been increasing over the past 
few years, with a notable spike coinciding with 
the pandemic. 

In 2021 research from Ontic1, 24 percent of 
physical security and IT leaders reported that 
their CEO or their family members had received 
threats and/or were harmed when working 
from their private residence or while traveling 
that year. A further 15 percent of respondents 
said that their company had received executive 
kidnapping threats since the beginning of 2021. 

These statistics are certainly of concern. So too 
is the length of time that sensitive information 
about executives can be accessed on the clear 
web, on dark web forums, on paste bins, or 
on dox* sites before the individual or their 
organization is alerted to it. In some cases, 

they may never become aware of that data 
and it remains available online indefinitely for 
somebody to exploit. 

This should not be considered the norm for 
executive roles. No one should ever feel that 
their personal safety is at risk because of their 
job and there are measures that can, and should, 
be taken to minimize the threat to executives.

Continuous monitoring of activity on the clear, 
deep, and dark web can alert organizations to 
when executive credentials and information 
is exposed, allowing action to be taken at the 
earliest opportunity to mitigate the threat or 
remove the data from the public domain.

Dr Gareth Owenson, 
CTO of Searchlight Cyber

* D A R K  W E B  D E F I N E D :  D O X / D O X X I N G
The practice of finding and sharing personal or 
identifying information about a person or organization 
on the internet, usually with malicious intent. Dox sites 
are websites specifically dedicated to sharing these 
details, which could include their full name, home 
address, or phone number. 

I N T R O D U C T I O N

2 4  P E R C E N T  O F  P H Y S I C A L 
S E C U R I T Y  A N D  I T  L E A D E R S 
R E P O R T E D  T H AT  T H E I R  C E O 
O R  T H E I R  F A M I LY  M E M B E R S 
H A D  R E C E I V E D  T H R E AT S .

1 https://ontic.co/2021-mid-year-outlook-state-of-protective-intelligence-report/
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U S E  C A S E : 
E X E C U T I V E  T H R E AT 

A large healthcare organization located in the 
United States engaged with us to understand 
their digital risk footprint on the dark web. 

The organization has an established security 
operations center (SOC), with teams monitoring 
their data 24/7, covering every aspect of 
security from individual endpoints to network 
communications. 

As far as the security team was aware, the 
company had not been the victim of an attack, 
but they wanted to enhance their security 
posture further with a view to becoming more 
proactive at identifying potential threats earlier 
in the Cyber Kill Chain*.

Utilizing Searchlight’s dark web threat 
monitoring solution, DarkIQ, the organization 
was able to specify certain company attributes 
that they wanted to search for and automatically 
flag if they appeared on the dark web. 

These attributes included the organization’s 
domains and subdomains, IP addresses 
associated with its corporate network, 
product names, and keywords associated with 
the organization. 

Specific emails were added for additional 
monitoring of key stakeholders or executives 
within the organization, which is where we 
got a match. The personal email address of 
an executive was identified on a paste bin 
dedicated to doxxing.
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* D A R K  W E B  D E F I N E D :  T H E  C Y B E R  K I L L  C H A I N
The Cyber Kill Chain framework outlines the sequence of actions attackers have to take to achieve their ultimate objective.
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Now armed with the knowledge that this 
information was available on a paste bin, 
the organization was able to implement the 
necessary extra security measures required to 
protect the executive. 

It was also able to use DarkIQ to continue to 
monitor conversations on the clear, deep and 
dark web for any reference to the organization 
and the individuals mentioned in the dox, which 
would highlight if cybercriminals were discussing 
them on a forum and planning an attack. Alerts 
were put in place to notify the relevant security 
teams in the event this occurred. 

Ultimately, this information prompted the 
creation of a more proactive posture from 
the security team, by preparing them for the 
potential threat (a targeted attack on the 
executive and/or their family) before criminals 
could act on the information they could access. 
This gave the organization time to apply the 
necessary mitigations and enhance security 
where required, including the physical security 
space beyond their networks.

This dox had a significant amount 
of information relating to the 
executive in question, including 
business and personal email 
addresses and contact numbers.

Figure 1: Redacted excerpt from 
the dox showing personal and 
business contact information.

Figure 2: Redacted excerpt from 
the dox showing information 
relating to the executive’s spouse.

The dox also contained 
information relating to the 
executive’s spouse, including 
name, contact numbers and 
vehicle information. 

Figure 3: Redacted excerpt from 
the dox showing information 
relating to the executive’s 
home address.

In addition to this information, 
the dox went on to provide 
personal email addresses 
and phone numbers for the 
executive’s children, as well as 
their home address.
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U S E  S E A R C H L I G H T  T O  TA C K L E  E X E C U T I V E  T H R E AT

While traditional cybersecurity solutions provide 
an element of protection for the network, by 
their nature they are reactive to an incident 
and rely on the identification of suspicious or 
malicious activity inside the network perimeter. 

By utilizing dark web monitoring capabilities, 
organizations are able to extend their 
visibility beyond their network and into the 
conversations and discussions happening 
within the criminal underground.

Searchlight Security helps you to proactively 
protect infrastructure, people and digital 
assets across your organization with relevant, 
actionable dark web intelligence:

U N D E R S T A N D  Y O U R  D A R K  W E B 
R I S K  E X P O S U R E
Get a health report of your organization’s 
exposure on the dark web, along with context 
and guidance on the actions you need to take to 
prevent malicious activity.

C O N T I N U O U S LY  M O N I T O R  F O R 
S P E C I F I C  T H R E A T S  A G A I N S T 
Y O U R  O R G A N I Z A T I O N
Create automated alerts on attributes that are 
specific to your business - including domains, 
networks, assets, and executive credentials - to 
cut through the noise and receive intelligence 
on threats that are likely to directly impact 
your organization.

P R E V E N T  D A T A  B R E A C H E S
Stop staff credentials from being breached and 
leaked in the first place by identifying the early 
warning signs of an attack - such as company 
IP addresses, open ports, and compromised 
devices for sale on the dark web, or dark web 
traffic to and from the company network.

T H R E A T  I N T E L L I G E N C E 
A N D  I N V E S T I G A T I O N
Enhance your threat intelligence and threat 
monitoring capabilities with an unmatched 
window into activity on dark web forums, 
marketplaces and conversations, without any 
risk to your analysts.

I N C I D E N T  I N V E S T I G A T I O N 
A N D  R E S P O N S E
Forensically examine the chain of events on the 
dark web that led to an attack or data breach to 
inform incident mitigation and response.

This additional visibility enables security teams to 
proactively search for or monitor conversations 
that pose a risk to organizations and individuals 
alike before they can become a threat.

This not only enhances the security posture 
of an organization in regards to protecting the 
network and its infrastructure, but enables 
an additional layer of protection around a 
key asset for any business: the personnel that 
enable the organization to run day-to-day. 
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