
C Y B E R S E C U R I T Y
Identify dark web chatter around your 
customer’s organization, understand 
your threat posture, and inform 
incident response investigations.

C O U N T E R - R A N S O M W A R E
Get real-time intelligence on active 
groups you can share with 
customers, at a fraction of the cost of 
static intelligence reports.

T H R E AT  I N T E L L I G E N C E
Access more than 15 years of indexed 
data from marketplaces, forums, 
and leak sites.

C R I M I N A L S  U S I N G  T H E  D A R K  W E B  
T H I N K  Y O U  C A N ’ T  S E E  T H E M ,  
W I T H  C E R B E R U S ,  Y O U  C A N .

S U P E R C H A R G E  Y O U R  
S O C  O P E R AT I O N S
Cerberus allows cybersecurity  
teams to safely navigate the most 
comprehensive dataset of clear, 
deep, and dark web sources. Built 
hand-in-hand with national law 
enforcement agencies, it has  
already been used to identify 
breached customer and supply  
chain credentials, to understand  
the pre-attack tactic, techniques, 
and procedures (TTPs) of 
cybercriminals, and successfully 
prevent financially crippling attacks.

I L L U M I N AT E  D E E P  A N D  D A R K  W E B  T H R E AT S  A N D  P R E V E N T  AT TA C K S
Build on your team's intelligence with dark web data to identify and defend against criminal groups.

C E R B E R U S
F O R  M S S P S

S L C Y B E R . I O

E N H A N C E  C U S T O M E R  R E P O RT I N G
Improve your monthly pre-attack reports with 
Cerberus’ dark web & ransomware group intelligence.

I D E N T I F Y  T H R E AT  A C T O R S
Explore live and historic dark web data, without 
putting your employees or infrastructure at risk

S T R E N G T H E N  Y O U R  C Y B E R  P O S T U R E
Defend your own and customers’ assets with 
insight into threat groups allowing you to take 
better o�ensive and defensive action.

SEARCH

Ransomware Search and Insights

AvosLocker
Last active: 1st Oct 2022 15:23

Total Victims: 108

BianLian
Last active: 19rd Nov 2022 17:51

Total Victims: 42

Onyx
Last active: 17th Oct 2022 11:28

Total Victims: 16

RedAlert
Last active: 22nd Nov 2022 15:23

Total Victims: 5

LV
Last active: 23rd Nov 2022 15:23

Total Victims: 100

Cuba
Last active: 23rd Nov 2022 15:23

Total Victims: 80

Lorenz
Last active: 23rd Nov 2022 15:23

Total Victims: 58

Cl0p
Last active: 23rd Nov 2022 15:23

Total Victims: 322

BlackBasta
Last active: 17rd Nov 2022 15:31

Total Victims: 139

Hive
Last active: 23rd Nov 2022 15:23

Total Victims: 210

LockBit
Last active: 8th Nov 2022 12:27

Total Victims: 1248

Conti
Last active: 7th Jun 2022 17:09

Total Victims: 877

D O M A I N  A D M I N ,  U S ,  5 4 K K

Domain Admin, 500 
Employees, USA. PM for price

Nov 19, 2022 06:35:10 am
Posted by stalk



T H E  W O R L D ' S  M O S T  P O W E R F U L  
D A R K  W E B  I N V E S T I G AT I O N  T O O L . T Y
M S S P S  A R O U N D  T H E  W O R L D  R E LY  O N  C E R B E R U S  E V E R Y  D AY  T O  
D E F E N D  T H E I R  P E O P L E ,  R E V E N U E ,  A N D  S O C I E T Y  F R O M  H I D D E N  
C R I M I N A L  A C T I V I T Y.

Cerberus creates a mirror image of the dark web so 
your teams can safely navigate the most 
comprehensive dataset of clear, deep, and dark web 
sources. Investigate live sites or search back through 
more than a decade of historic data.

Simple case management and reporting allow you to 
easily maintain, audit, and report on multiple 
investigations in real-time so you can focus on keeping 
your people and customers’ data safe online.

Searchlight Cyber is a dark web threat intelligence company. 
We work with government and law enforcement, enterprises, 
and managed security services providers around the world to 
identify criminal activity on the dark web and prevent threats.
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U K  H E A D Q U A RT E R S  
Suite 63, Pure O�ices, 1 Port Way,
Port Solent, Portsmouth PO6 4TY
+44 (0)345 862 2925

U S A  H E A D Q U A RT E R S
900 16th Street NW, Suite 450,
Washington, DC 20006
+1 (202) 684 7516

WWW.SLCYBER.IO
ENQUIRES@SLCYBER.IO

S A V E  M A N P O W E R
Cerberus is intuitive to use and built to save sta� time. 
Best of all, there’s no installation required.

S E C U R E
See what criminals don't want you to see, without 
putting your team or infrastructure at risk.

P R O V E N
Used by leading investigators and security professionals 
to access specific and actionable insights.

H O W  I T  W O R K S

S E E  C E R B E R U S  I N  A C T I O N

B O O K  Y O U R  D E M O  N O W

T R U S T E D  B Y  T H E  W O R L D ’ S  
M O S T  F O R W A R D -T H I N K I N G  
L A W  E N F O R C E M E N T  
A G E N C I E S ,  G O V E R N M E N T S ,  
A N D  E N T E R P R I S E S


