
Y O U R  P R O D U C T  G U I D E  T O  
D E F E AT I N G  C R I M I N A L S  O N  
T H E  D E E P  A N D  D A R K  W E B
Searchlight Cyber: Proven to help organizations defend against ransomware, 
identify criminals before they strike, and support investigative teams in 
unmasking high-risk threat actors.

V I C T I M S  B Y  G E O G R A P H Y L AT E S T  V I C T I M S

V I C T I M  O N E 15th May 2023 11:38

500 1

United States Education

V I C T I M  T W O 15th May 2023 11:38

United Kingdom

Ransomware Group is a Ransomware-as-a-Service (RaaS) 
operation which targeted organizations in a number of 
industries and regions. Following its identification in 2020, 
Ransomware Group became one of if not the most prolific 
ransomware operations in history.

Last active on:
20th May 2023 19:23

First active on:
29th September 2020 10:11

Actor profiles:
Actor One (site name), Actor Two (site name) 

Public Sector

V I C T I M  T H R E E 15th May 2023 11:38

Russia Capital Goods

V I C T I M  F O U R 15th May 2023 11:38

United States Oil and Gas

V I C T I M  F I V E 15th May 2023 11:38

Germany Finance

C R E AT E  R A N S O M W A R E  G R O U P  A L E RT

P A S S W O R D  O N  D A R K  W E B  F O R U M
2 days ago High Priority xss.is

 We found leaked passwords from your supply chain partner on a dark web marketplace.

R E F I N E  1 1  A C T I O N S

3 Tra�ic Actions

2 Network Actions

0 Phishing Actions

6 Credentials on Markets

3 Credentials on Forums

2 Credentials on Social Chats

0 Credentials on Pastes

1 Credentials on Code Repos

13 Credential Actions

1 Ransomware Action
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D A R K  W E B  T R A F F I C

I N C O M I N G  T R A F F I C O U T G O I N G  T R A F F I C

T H R E AT  A C T O R
R A N K :  N / A

R E P U TAT I O N :  N / A

S I T E :

R E G I S T E R E D :

T O TA L  P O S T S :

P R I M A R Y  C ATA G O R Y :

F I R S T  S E E N :

L A S T  S E E N :

O S I N T :

P G P  K E Y S :

P O S S I B L E  L I N K E D  V E N D O R S :

P O S S I B L E  L I N K E D  F O R U M  A U T H O R S :

X S S

U N K N O W N

2

U N K N O W N

M AY  1 1 T H  2 0 2 1

2  D AY S  A G O

0

0

N / A

N / A

A L E RT B O O K M A R K C A S E

U N C O V E R  H I D D E N  
C R I M I N A L I T Y
Access the real-time and historic 
intelligence you need to act fast 
and stay ahead of criminals.

S P O T  S U S P I C I O U S  
D A R K  W E B  T R A F F I C  
T O  Y O U R  N E T W O R K S
Get visibility into dark web tra�ic 
to and from your network, a key 
indicator of malicious activity.

E M P O W E R  Y O U R  T E A M  W I T H  
T O O L S  N O  O T H E R  I N T E L L I G E N C E  
V E N D O R  O F F E R S
To access dark web data that no other dark 
web intelligence vendors provide.

S P O T  T H E  E A R L I E S T  S I G N S  O F  C R I M I N A L S  
TA R G E T I N G  Y O U R  P U B L I C - F A C I N G  A S S E T S
Discover and address blind spots in your public-facing 
digital attack surface before cybercriminals exploit them.

U N L O C K  L A W - E N F O R C E M E N T  G R A D E  
D A R K  W E B  I N T E L L I G E N C E
Criminal data that was once di�icult to track is now 
searchable at the click of a button, empowering security 
teams to capture evidence and identify threats earlier.



C R I M I N A L S  U S I N G  T H E  D A R K  W E B  
T H I N K  Y O U  C A N ’ T  S E E  T H E M ,  
W I T H  S E A R C H L I G H T  Y O U  C A N
I F  Y O U  W E R E  G I V E N  A D V A N C E  W A R N I N G  O F  A  
C Y B E R  AT TA C K ,  W O U L D  Y O U  A C T  O N  I T ?  
Sadly, criminals don't send courtesy emails before they commit serious 
cybercrimes or breach your network. But if you know where to look, you can 
identify threat actors before they strike - at the beginning of the Cyber Kill Chain. 

That's the power of pre-attack intelligence from the deep and dark web.

U N L O C K  L A W  E N F O R C E M E N T- G R A D E  D ATA  
T O  A C H I E V E  Y O U R  M I S S I O N

M I T R E  AT T & C K  T I M E L I N E
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FOR ENTERPRISE & GOVERNMENT

Continuously monitor for hidden threats

Get pre-attack alerts mapped to MITRE ATT&CK

Prevent costly cyber incidents & ensure compliance

FOR LAW ENFORCEMENT AND INTELLIGENCE TEAMS

Powerful investigation tools for any skill level

Build stronger cases & spot emerging threats

Uncover & take action on dark web crime

S TAY  A H E A D  O F  C R I M I N A L S  W I T H  A U T O M AT E D  D A R K  W E B  I N T E L L I G E N C E  
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SPOT H I DDEN TH REATS WITH 
CONTEXT-RICH ALERTS

DarkIQ monitors you attack 
surface by cross referencing it 
with over 475 billion deep and 
dark web records. It alerts you to 
threats such as phishing sites, 
ransomware group activity, 
vulnerabilities, leaked 
credentials, and more.

SPOT TH REATS NO OTH ER 
VEN DOR CAN SEE

Monitor dark web tra�ic to 
your network, a key indicator 
of malicious activity, and 
quickly understand what 
criminals are saying with 
AI-powered translation.

RESOLVE RISKS FASTER

Respond to threats faster with 
context-rich alerts mapped to 
the relevant MITRE ATT&CK® 
techniques.

GO I NCOGN ITO ON 
TH E DARK WEB

No installation needed – 
investigate threats directly 

on the dark web with our 
virtual machine that protects 

your identity and networks.

SEARCH CLOSED 
SOURCES WITH EASE

Our ransomware, marketplace, 
and vendor dashboards 

empower investigators of all 
experience levels to quickly 

identify emerging threats.

I NVESTIGATE, PIVOT, & 
PRESERVE EVI DENCE

Get instant visibility into what’s 
being shared on the dark web, 

even content that’s been deleted.

C E R B E R U S D A R K I Q

L AT E S T  V I C T I M :  V I C T I M  N A M E
R A N S O M W A R E  G R O U P

V I C T I M S  B Y  G E O G R A P H Y L AT E S T  V I C T I M S
C R E AT E  G R O U P  A L E RT

G R O U P  O V E R V I E W G R O U P ’ S  V I C T I M S F O R U M  C H AT T E R

V I C T I M  O N E 15th May 2023 11:38
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Ransomware Group is a Ransomware-as-a-Service (RaaS) 
operation which targeted organizations in a number of 
industries and regions. Following its identification in 2020, 
Ransomware Group became one of if not the most prolific 
ransomware operations in history.

Last active on:
20th May 2023 19:23

First active on:
29th September 2020 10:11

Actor profiles:
Actor One (site name), Actor Two (site name) 

Public Sector

V I C T I M  T H R E E 15th May 2023 11:38

Russia Capital Goods
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United States Oil and Gas
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Germany Finance

C O M P A N Y D A S H B O A R D
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P A S S W O R D  O N  D A R K  W E B  F O R U M
24th June 2023 High Priority Exploit

We’ve found leaked passwords from your supply chain partner XXXX on the dark web

S H O W I N G  A L L  A C T I O N S

Export All Resolve All

M E N T I O N  O N  R A N S O M W A R E  G R O U P  F O R U M
25th June 2023 High Priority Action

Your organization’s name was posted by a ransomware group on the dark web

R E F I N E  7  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

3 Credentials on Markets

0 Credentials on Forums

0 Credentials on Social Chats

0 Credentials on Pastes

0 Credentials on Code Repos

4 Credential Actions

1 Ransomware Action

S U S P I C I O U S  D A R K  W E B  T R A F F I C
13th June 2023 High Priority Exploit

We found dark web tra�ic to and from your network.

M E N T I O N  O N  D A R K  W E B  F O R U M
14th June 2023 High Priority Exploit

Suspicious business.cop has been mentioned on the dark web

C O M P A N Y D A S H B O A R D
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A C T I O N S  B R E A K D O W N
Resolve Actions to protect your 
Company & Network
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T O TA L  A C T I O N S
Resolve Actions to protect your 
Company & Network

High Priority: 20

Total Actions: 88

23% HIGH
PRIORITY

Medium Priority: 57

Low Priority: 11

H E A LT H  R E P O RT

P O O R  H E A LT H

O K AY

P O O R G O O D

Resolve your High Priority Actions to improve your Health Score

Improve outstanding Actions to improve 
your Company Health

Run a company Discovery or Threat Scan
S C A N  C O N T R O L S

Last Discovery was run at
2023-02-15 14:23:38

Run a Discovery to 
search the Dark web for 
information about your 

company

COMPANY DISCOVERY

S TA RT  C O M P A N Y
D I S C O V E R Y

Last Threat Scan was run at
2023-02-15 14:23:38

Found 88 actions since 
your last Threat Scan

COMPANY THREAT SCAN

S TA RT  C O M P A N Y
T H R E AT  S C A N
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D A R K  W E B  T R A F F I C

I N C O M I N G  T R A F F I C O U T G O I N G  T R A F F I C

G A I N  T H E  TA C T I C A L  A D V A N TA G E
I N  C R I M I N A L  I N V E S T I G AT I O N S ,  E V E R Y  S E C O N D  C O U N T S .

That’s why we’ve built our dark web monitoring and investigation tools in collaboration 
with law enforcement agencies and governments – delivering user-friendly tools to 

speedily access data that was once hard to track.

A C C E S S  P R E V I O U S LY  U N O B TA I N A B L E  D E E P  A N D  D A R K  W E B  D ATA .

D A R K  W E B  I N V E S T I G AT I O N
Securely investigate criminal activity on 
the dark web, with access to +15 years 

of intelligence.

H O W  I T  W O R K S

C E R B E R U S

INVESTIGATE
CYBERCRIME

TRACK RANSOMWARE
GROUPS

PROTECT NATIONAL
SECURITY

COMBAT FRAUD
AND TRAFFICKING

SPOT EMERGING
THREATS

MONITOR SUPPLY
CHAIN RISK

DEFEND CRITICAL
INFRASTRUCTURE

CONDUCT THREAT 
HUNTING & RESEARCH

IDENTIFY HIGH-RISK
ACTORS

SECURELY ACCESS
THE DARK WEB

ENHANCE IR
INVESTIGATIONS

STRENGTHEN
SECURITY OPERATIONS

PREVENT DATA LEAKS
& ACCOUNT TAKEOVERS

S E A R C H L I G H T  P L AT F O R M

C E R B E R U S :  I N V E S T I G AT I O N S D A R K I Q :  M O N I T O R I N G  &  I N T E L L I G E N C E

F O R U M S T R A F F I C M A R K E T  P L A C E S L E A K E D  C R E D E N T I A L S

P A S T E  S I T E S O N I O N  S I T E S I N F O S T E A L E R  L O G S C H AT S

D A R K I Q

SEARCH PA S T E  A N  O N I O N  D I R E C T LY  I N T O  H E R E

D R U G S F R A U D H A C K I N G F O R G E R I E S O T H E R

M A R K E T P L A C E

Y O U R  O N E  S T O P  S H O P  F O R  A L L  Y O U R  N E E D S  -  P R O M O  F O R  B U L K  O R D E R S
W E  S H I P  W O R L D W I D E  •  E U  1 0 0 &  R E S H I P  •  U N C O M P R O M I S E D  Q U A L I T Y  • 2 4 / 7  Q U I C K  C U S T O M E R  S E R V I C E  •  Y O U R  O N E  S T O P  S H O P

Y O U R  D R U G  S U P P L I E R  -  F R E E  U S  D E L I V E R Y
U N C O M P R O M I S E D  Q U A L I T Y  • 2 4 / 7  Q U I C K  C U S T O M E R  S E R V I C E  •  Y O U R  O N E  S T O P  S H O P

H I G H  Q U A L I T Y  -  L A R G E  V A R I E T Y  I N  S T O C K
S H I P S  F R O M  E U  •  W O R L D W I D E  S H I P P I N G  •  T O P  Q U A L I T Y

M O N E Y  D R O P  1 0 0 %  
W O R K I N G  F O R M AT  -  
R E C O V E R Y  E M A I L  -  
A C T I V AT E D  V C C

$ 2 5 0  U S D

A C T O R  P R O F I L E

F R A U D  >  B A N K  D R O P S

C C  C A S H O U T  
U LT I M AT E  PA C K A G E  
+  C C  PAY M E N T  
P R O C E S S O R .
F U L LY  V E R I F I E D  
A C C O U N T

$ 2 0 0 0  U S D

A C T O R  P R O F I L E

S E L F  R E G I S T E R E D  
B A N K  A C C O U N T  +  
L O G I N  +  E M A I L  
A C C E S S  +  P H O N E  
A C C E S S

$ 1 0 0  U S D

A C T O R  P R O F I L E

B U S I N E S S  S E L F  
R E G I S T E R E D  
A C C O U N T  +  E M A I L  
A C C E S S  +  P H O N E  
A C C E S S

$ 6 0 0  U S D

A C T O R  P R O F I L E

E U  B A N K  A C C O U N T  
-  R E A L  P E R S O N A L  
A C C O U N T  I N  A N  E U  
B A N K  -  O N L I N E  
B A N K I N G  
T R A N S A C T I O N S

€ 1 1 0 0  E U R

A C T O R  P R O F I L E

O P E N I N G  B A N K  
D R O P  A C C O U N T S

$ 7 5  U S D

A C T O R  P R O F I L E

C O M P A N Y D A S H B O A R D
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Dashboard
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Export 2 Selected Resolve All

S H O W I N G  A L L  A C T I O N SR E F I N E  7  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

6 Credentials on Markets

3 Credentials on Forums

2 Credentials on Social Chats

0 Credentials on Pastes

1 Credentials on Code Repos

13 Credential Actions

1 Ransomware Action
M E N T I O N  O N  R A N S O M W A R E  G R O U P  F O R U M

25th June 2023 High Priority Action

Your organization’s name was posted by a ransomware group on the dark web

M I T R E  AT T & C K  F R A M E W O R K
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M I T R E  AT T & C K  G U I D A N C E

T 1 5 9 0  -  G AT H E R  V I C T I M  N E T W O R K  I N F O R M AT I O N

T 1 0 9 0 . 0 0 3  -  P R O X Y :  M U LT I - H O P  P R O X Y

T 1 5 9 5  -  A C T I V E  S C A N N I N G

T H R E AT  A C T O R
R A N K :  N / A

R E P U TAT I O N :  N / A

S I T E :

R E G I S T E R E D :

T O TA L  P O S T S :

P R I M A R Y  C ATA G O R Y :

F I R S T  S E E N :

L A S T  S E E N :

O S I N T :

P G P  K E Y S :

P O S S I B L E  L I N K E D  V E N D O R S :

P O S S I B L E  L I N K E D  F O R U M  A U T H O R S :

X S S

U N K N O W N

2

U N K N O W N

M AY  1 1 T H  2 0 2 1

M AY  1 2 T H  2 0 2 1

0

0

N / A

N / A

K E E P  T R A C K  O F  W H E N  ‘ T H R E AT  A C T O R ’  I S  P O S T I N G  O N  X S S .  
H E R E  I S  A  T I M E L I N E  O F  A L L  P O S T  R E C O R D S  W E  H A V E  B R O K E N  D O W N  
B Y  D AY  &  A M O U N T  O F  P O S T S .

C O L L E C T I N G  A L L  O F  T H E  U S E R S  P O S T S ,  Y O U  C A N  N O W  S E E  
C L E A R LY  W H I C H  T O P I C ( S )  T H E Y ' R E  C L O S E LY  D I S C U S S I N G ,  A S  
W E L L  A S  M AT C H  T H I S  A G A I N S T  A N Y  O T H E R  T O P I C S  T H E Y  M AY  
D I S C U S S  O N  V A R I O U S  O T H E R  S I T E S  O R  A C C O U N T S .
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Possible CSEA

0
D AT E

1

2

3

People

Religious

Unknown

Violence

P O S T  T I M E L I N E

G O V  A C C E S S  I N  S A L E

H U G E  N U M B E R  O F  PA S S P O RT S ,  C O U RT  C A S E S  &  O T H E R  D O C S

9th Nov 2022, 08:05:36 pm  -  Posted by Threat Actor

L AT E S T  P O S T S O S I N T P G P

P O S T  F L A G S

A L E RT B O O K M A R K C A S E

S E L L  N E T W O R K  A C C E S S

V P N  A C C E S S  T O  I N S U R A N C E  C O R P  N E T W O R K  -  P R I C E  5 0 0 0 $

18th Nov 2022, 04:23:17 pm  -  Posted by Threat Actor

D A R K  W E B  M O N I T O R I N G
Real-time dark web monitoring to 

protect your organization from 
emerging threats.



D O N ' T  A L L O W  T H E  D A R K  W E B  T O  B E  A
B L I N D S P O T  I N  Y O U R  M O N I T O R I N G
Give your cybersecurity team secure access to the most cutting-edge technology 
and data, enabling them to detect and track threat actors on the dark web.

T R U S T E D  B Y  T H E  W O R L D ’ S  M O S T  F O R W A R D -T H I N K I N G  E N T E R P R I S E S ,  
M S S P S ,  A N D  C Y B E R  I N V E S T I G AT I O N  T E A M S

Y O U R  O R G A N I Z AT I O N ’ S  B E S T  D E F E N S E  A G A I N S T  T H R E AT S  O N  T H E  D A R K  W E B

By partnering with Searchlight Cyber, you’ll unlock access to 15+ years of expertise and 
research in internet anonymity and previously unobtainable dark web sources, including;

4 7 5 +
B I L L I O N  
R E C A P T U R E D
D ATA  P O I N T S

3 1 +
B I L L I O N  
T O TA L  PA S S W O R D S

8 5 0 +
T H O U S A N D  
D A R K  W E B  S I T E S ,
B O T H  L I V E  &  A R C H I V E D

I N N O V AT I V E  D A R K  W E B  
T O O L S  Y O U  W O N ' T  F I N D  
A N Y W H E R E  E L S E

I N T U I T I V E ,  N O - I N S TA L L  
T O O L S  T H AT  S T R E N G T H E N  
Y O U R  S E C U R I T Y

I N V E S T I G AT E  L I V E  A N D  
H I S T O R I C  D A R K  W E B  D ATA

D R I L L  I N T O  A  C R I M I N A L’ S  
A C T I V I T Y  A N D  M O D U S  
O P E R A N D I

S E C U R I T Y  A N D  C O M P L I A N C E  
A S  S TA N D A R D ,  I N C L .  
I S O  2 7 0 0 1 ,  P C I ,  &  D O R A

S O U R C E :  G A RT N E R  P E E R  I N S I G H T S  ( I N D E P E N D E N T LY  V E R I F I E D  R E V I E W S )

T H I S  D A R K W E B  S C A N N E R  I S  T H E  O N E  T O  H A V E !  T H I S  W O R K S  W O N D E R S  F O R  O U R  
I N V E S T I G AT I O N  E F F O RT S  A N D  C R O S S - S I T E  R E F E R E N C I N G  O F  U S E R S  A N D  S I T E S .
S E N I O R  C Y B E R  S E C U R I T Y  E N G I N E E R

A U T O M AT I C A L LY  P R O T E C T  
Y O U R  E X T E R N A L  AT TA C K  
S U R FA C E

Founded in 2017, Searchlight Cyber is a company that specializes in dark 
web threat intelligence. We assist US Government and Law Enforcement 
agencies, commercial enterprises, and managed security services 
providers around the world in identifying criminal activity on the dark 
web and preventing potential threats.

U K  H E A D Q U A RT E R S  
Suite 63, Pure O�ices, 1 Port Way,
Port Solent, Portsmouth PO6 4TY
+44 (0)345 862 2925

U S A  H E A D Q U A RT E R S
200 Massachusetts Avenue 
Northwest, Washington, DC 20001
+1 (202) 684 7516
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