
Y O U R  P R O D U C T  G U I D E  T O  
D E F E AT I N G  C R I M I N A L S  O N  
T H E  D E E P  A N D  D A R K  W E B
Searchlight Cyber is proven to defend organizations against ransomware 
groups, identify criminals in the pre-attack phase, and unmask high-risk 
threat actors in criminal investigations.

V I C T I M S  B Y  G E O G R A P H Y L AT E S T  V I C T I M S
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500 1

United States Education

V I C T I M  T W O 15th May 2023 11:38

United Kingdom

Ransomware Group is a Ransomware-as-a-Service (RaaS) 
operation which targeted organizations in a number of 
industries and regions. Following its identification in 2020, 
Ransomware Group became one of if not the most prolific 
ransomware operations in history.

Last active on:
20th May 2023 19:23

First active on:
29th September 2020 10:11

Actor profiles:
Actor One (site name), Actor Two (site name) 

Public Sector
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Russia Capital Goods
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United States Oil and Gas

V I C T I M  F I V E 15th May 2023 11:38

Germany Finance

C R E AT E  R A N S O M W A R E  G R O U P  A L E RT

P A S S W O R D  O N  D A R K  W E B  F O R U M
14th June 2023 High Priority Exploit

 We found leaked passwords from your supply chain partner XXXX on a dark web marketplace.

R E F I N E  4  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

3 Credentials on Markets

0 Credentials on Forums

0 Credentials on Social Chats

0 Credentials on Pastes

0 Credentials on Code Repos

4 Credential Actions

1 Ransomware Action
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D A R K  W E B  T R A F F I C

I N C O M I N G  T R A F F I C O U T G O I N G  T R A F F I C

T H R E AT  A C T O R
R A N K :  N / A

R E P U TAT I O N :  N / A

S I T E :

R E G I S T E R E D :

T O TA L  P O S T S :

P R I M A R Y  C ATA G O R Y :

F I R S T  S E E N :

L A S T  S E E N :

O S I N T :

P G P  K E Y S :

P O S S I B L E  L I N K E D  V E N D O R S :

P O S S I B L E  L I N K E D  F O R U M  A U T H O R S :

X S S

U N K N O W N

2

U N K N O W N

M AY  1 1 T H  2 0 2 1

M AY  1 2 T H  2 0 2 1

0

0

N / A

N / A

A L E RT B O O K M A R K C A S E

I N V E S T I G AT E  
C R I M I N A L S  O N  
T H E  D A R K  W E B
Access previously 
unobtainable live and 
historic dark web activity.

S P O T  S U S P I C I O U S  
D A R K  W E B  T R A F F I C  
T O  Y O U R  N E T W O R K S
Get visibility into dark web tra�ic 
to and from your network, a key 
indicator of malicious activity.

E M P O W E R  Y O U R  T E A M  W I T H  
C U T T I N G - E D G E  A U T O M AT E D  
T E C H N O L O G Y  A N D  D ATA
Empower your cybersecurity teams to 
securely and intuitively detect and 
track threat actors on the dark web –  
without exhausting your manpower.

M O N I T O R  F O R  R I S K S  A C R O S S  A L L  
Y O U R  D I G I TA L  E N V I R O N M E N T S
Be the first to know when criminals target your 
organization and its supply chain with automated alerts. 

G AT H E R  E V I D E N C E  O N  T H R E AT  A C T O R S
Securely investigate high-risk actors to enhance your 
cyber posture and unmask criminals



C R I M I N A L S  U S I N G  T H E  D A R K  W E B  
T H I N K  Y O U  C A N ’ T  S E E  T H E M ,  
W I T H  S E A R C H L I G H T  Y O U  C A N
I F  Y O U  W E R E  G I V E N  A D V A N C E  W A R N I N G  O F  A  
C Y B E R  AT TA C K ,  W O U L D  Y O U  A C T  O N  I T ?  
Sadly, criminals don't send courtesy emails before they commit serious 
cybercrimes or breach your network. But if you know where to look, you can 
identify threat actors before they strike - at the beginning of the Cyber Kill Chain. 

That's the power of pre-attack intelligence from the deep and dark web.

S T R I K E  B A C K  A G A I N S T  T H R E AT  A C T O R S  A N D  C R I M I N A L S  G R O U P S  
With pre-attack intelligence, you can flip the script and proactively spot the reconnaissance activity and 
hidden communication of cyber criminals on marketplaces, forums, and hidden chats.  By shi�ing le� in the 
Cyber Kill Chain, you can spot threats earlier in the MITRE ATT&CK timeline - while criminals are still in the 
reconnaissance phase. At the other end of the scale, Searchlight’s data lake of previously unobtainable live 
and historic dark web data gives incident response and criminal investigation teams access to critical data you 
can use to defend against past, present, and future threats.

T W O  U S E  C A S E S ,  O N E  M I S S I O N :  
T O  P R O T E C T  S O C I E T Y  F R O M  D A R K  W E B  T H R E AT S

M O N I T O R  //  Pre-attack intelligence
Shi� le�, identify threats, and take 
action before an attack has started.

I N V E S T I G AT E  //  Criminal investigation
Access critical intelligence to disrupt criminals 
and facilitate post-breach remediation.
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E N T E R P R I S E  &  G O V E R N M E N T  O R G A N I Z AT I O N S

Automatically monitor for dark web threats

Receive tailored pre-attack threat alerts

Mitigate threats and report on your impact

L A W  E N F O R C E M E N T  &  I N T E L L I G E N C E  C O M M U N I T Y

Investigation tools for any skill level

Gather dark web intelligence to build a case 

Uncover criminal activity on the dark web



M O N I T O R  C L O S E D  
S O U R C E S

Receive actionable alerts 
about specific threats to 
your organization and its 
supply chain.

E N R I C H  Y O U R  
T H R E AT  I N T E L

Monitor dark web tra�ic to and 
from your network and integrate 
our API with your SIEM.

TA K E  A C T I O N  
A N D  R E P O RT

Focus on imminent threats 
and create one-click reports 
to prove your team’s impact.

I N V E S T I G AT E  &  P I V O T  
O N  H I D D E N  T H R E AT S

Identify, gather, and preserve 
evidence on ransomware, 

criminal, and threat group activity.

S E A R C H  &  I N V E S T I G AT E  
R A N S O M W A R E  G R O U P S

Access continuously updated 
intell on the latest tactics, known 

gang members, and victims.

D A R K  W E B  
V I RT U A L  M A C H I N E

Explore Tor and I2P onions 
knowing your identity and 

network are protected.

L AT E S T  V I C T I M :  V I C T I M  N A M E
R A N S O M W A R E  G R O U P

V I C T I M S  B Y  G E O G R A P H Y L AT E S T  V I C T I M S
C R E AT E  G R O U P  A L E RT

G R O U P  O V E R V I E W G R O U P ’ S  V I C T I M S F O R U M  C H AT T E R
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Ransomware Group is a Ransomware-as-a-Service (RaaS) 
operation which targeted organizations in a number of 
industries and regions. Following its identification in 2020, 
Ransomware Group became one of if not the most prolific 
ransomware operations in history.
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P A S S W O R D  O N  D A R K  W E B  F O R U M
24th June 2023 High Priority Exploit

We’ve found leaked passwords from your supply chain partner XXXX on the dark web

S H O W I N G  A L L  A C T I O N S

Export All Resolve All

M E N T I O N  O N  R A N S O M W A R E  G R O U P  F O R U M
25th June 2023 High Priority Action

Your organization’s name was posted by a ransomware group on the dark web

R E F I N E  7  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

3 Credentials on Markets

0 Credentials on Forums

0 Credentials on Social Chats

0 Credentials on Pastes

0 Credentials on Code Repos

4 Credential Actions

1 Ransomware Action

S U S P I C I O U S  D A R K  W E B  T R A F F I C
13th June 2023 High Priority Exploit

We found dark web tra�ic to and from your network.

M E N T I O N  O N  D A R K  W E B  F O R U M
14th June 2023 High Priority Exploit

Suspicious business.cop has been mentioned on the dark web
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A C T I O N S  B R E A K D O W N
Resolve Actions to protect your 
Company & Network
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T O TA L  A C T I O N S
Resolve Actions to protect your 
Company & Network

High Priority: 20

Total Actions: 88

23% HIGH
PRIORITY

Medium Priority: 57

Low Priority: 11

H E A LT H  R E P O RT

P O O R  H E A LT H

O K AY

P O O R G O O D

Resolve your High Priority Actions to improve your Health Score

Improve outstanding Actions to improve 
your Company Health

Run a company Discovery or Threat Scan
S C A N  C O N T R O L S

Last Discovery was run at
2023-02-15 14:23:38

Run a Discovery to 
search the Dark web for 
information about your 

company

COMPANY DISCOVERY

S TA RT  C O M P A N Y
D I S C O V E R Y

Last Threat Scan was run at
2023-02-15 14:23:38

Found 88 actions since 
your last Threat Scan

COMPANY THREAT SCAN

S TA RT  C O M P A N Y
T H R E AT  S C A N
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D A R K  W E B  T R A F F I C

I N C O M I N G  T R A F F I C O U T G O I N G  T R A F F I C

G A I N  T H E  TA C T I C A L  A D V A N TA G E
L E A R N  M O R E  A B O U T  O U R  A W A R D - W I N N I N G  D A R K  W E B  

I N V E S T I G AT I O N  A N D  M O N I T O R I N G  T O O L S .

A C C E S S  P R E V I O U S LY  U N O B TA I N A B L E  D E E P  A N D  D A R K  W E B  D ATA .

The world’s most powerful dark web 
search and investigation platform. Give 
your cyber teams access to previously 
unobtainable live activity and over 15 

years of archived dark web data.

H O W  I T  W O R K S

C E R B E R U S
Automatically monitor for dark web 

risks across all your digital 
environments, so you can spot threats 

earlier and prevent attacks.

CRIMINAL
INVESTIGATIONS

RANSOMWARE NATIONAL SECURITY FRAUD THREAT HUNTING IR INVESTIGATIONS CNI PROTECTION

SERIOUS
ORGANIZED CRIME ATTRIBUTION

STEALTH
BROWSING

SUPPLY CHAIN
MONITORING

SECURITY
OPERATIONS

ACCOUNT TAKEOVER
PREVENTION

S E A R C H L I G H T  P L AT F O R M

C E R B E R U S :  I N V E S T I G AT I O N S D A R K I Q :  M O N I T O R I N G  &  I N T E L L I G E N C E

F O R U M S P A S T E
S I T E S T R A F F I C M A R K E T

P L A C E S C H AT S O N I O N
S I T E S L E A K S

D A R K I Q

T H R E AT  A C T O R
R A N K :  N / A
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O S I N T :
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K E E P  T R A C K  O F  W H E N  ‘ T H R E AT  A C T O R ’  I S  P O S T I N G  O N  X S S .  
H E R E  I S  A  T I M E L I N E  O F  A L L  P O S T  R E C O R D S  W E  H A V E  B R O K E N  D O W N  
B Y  D AY  &  A M O U N T  O F  P O S T S .

C O L L E C T I N G  A L L  O F  T H E  U S E R S  P O S T S ,  Y O U  C A N  N O W  S E E  
C L E A R LY  W H I C H  T O P I C ( S )  T H E Y ' R E  C L O S E LY  D I S C U S S I N G ,  A S  
W E L L  A S  M AT C H  T H I S  A G A I N S T  A N Y  O T H E R  T O P I C S  T H E Y  M AY  
D I S C U S S  O N  V A R I O U S  O T H E R  S I T E S  O R  A C C O U N T S .
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P O S T  T I M E L I N E

P O S T  T H R E A D  T I T L E  G O E S  H E R E

I  S A I D  S O M E T H I N G  O N  A  D A R K  W E B  F O R U M  A N D  Y O U  C A N  S E E  I T  H E R E ,  L O L .

9th Nov 2022, 08:05:36 pm  -  Posted by Threat Actor

L AT E S T  P O S T S O S I N T P G P

P O S T  F L A G S

A L E RT B O O K M A R K C A S E

P O S T  T H R E A D  T I T L E  G O E S  H E R E

I  S A I D  S O M E T H I N G  O N  A  D A R K  W E B  F O R U M  A N D  Y O U  C A N  S E E  I T  H E R E ,  L O L .

9th Nov 2022, 08:05:36 pm  -  Posted by Threat Actor

SEARCH PA S T E  A N  O N I O N  D I R E C T LY  I N T O  H E R E

D R U G S F R A U D H A C K I N G F O R G E R I E S O T H E R

M A R K E T P L A C E

Y O U R  O N E  S T O P  S H O P  F O R  A L L  Y O U R  N E E D S  -  P R O M O  F O R  B U L K  O R D E R S
W E  S H I P  W O R L D W I D E  •  E U  1 0 0 &  R E S H I P  •  U N C O M P R O M I S E D  Q U A L I T Y  • 2 4 / 7  Q U I C K  C U S T O M E R  S E R V I C E  •  Y O U R  O N E  S T O P  S H O P

Y O U R  D R U G  S U P P L I E R  -  F R E E  U S  D E L I V E R Y
U N C O M P R O M I S E D  Q U A L I T Y  • 2 4 / 7  Q U I C K  C U S T O M E R  S E R V I C E  •  Y O U R  O N E  S T O P  S H O P

H I G H  Q U A L I T Y  -  L A R G E  V A R I E T Y  I N  S T O C K
S H I P S  F R O M  E U  •  W O R L D W I D E  S H I P P I N G  •  T O P  Q U A L I T Y

M O N E Y  D R O P  1 0 0 %  
W O R K I N G  F O R M AT  -  
R E C O V E R Y  E M A I L  -  
A C T I V AT E D  V C C
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€ 1 1 0 0  E U R

A C T O R  P R O F I L E
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D R O P  A C C O U N T S

$ 7 5  U S D

A C T O R  P R O F I L E

C O M P A N Y D A S H B O A R D

Companies

Dashboard

Attributes

Actions

Explore

Tra�ic

Settings

History

Dark Web Search

Bookmarks

News

Notifications

Account

Support

Home

Report

Export 2 Selected Resolve All

S H O W I N G  A L L  A C T I O N SR E F I N E  7  A C T I O N S

1 Tra�ic Actions

2 Network Actions

0 Phishing Actions

3 Credentials on Markets

0 Credentials on Forums

0 Credentials on Social Chats

0 Credentials on Pastes

0 Credentials on Code Repos

4 Credential Actions

1 Ransomware Action
M E N T I O N  O N  R A N S O M W A R E  G R O U P  F O R U M

25th June 2023 High Priority Action

Your organization’s name was posted by a ransomware group on the dark web

P A S S W O R D  O N  D A R K  W E B  F O R U M
24th June 2023 High Priority Exploit

We’ve found leaked passwords from your supply chain partner XXXX on the dark web

M E N T I O N  O N  D A R K  W E B  F O R U M
14th June 2023 High Priority Exploit

Suspicious business.cop has been mentioned on the dark web

S U S P I C I O U S  D A R K  W E B  T R A F F I C
13th June 2023 High Priority Exploit

We found dark web tra�ic to and from your network

Export All

Resolve All

Generate Report



R A P I D  D E P L O Y M E N T,  R A P I D  D A R K  W E B  I N S I G H T S
Give your cybersecurity team secure access to the most cutting-edge technology 
and data, enabling them to detect and track threat actors on the dark web.

T R U S T E D  B Y  T H E  W O R L D ’ S  M O S T  F O R W A R D -T H I N K I N G  E N T E R P R I S E S ,  
M S S P S ,  A N D  C Y B E R  I N V E S T I G AT I O N  T E A M S

Y O U R  O R G A N I Z AT I O N ’ S  B E S T  D E F E N S E  A G A I N S T  T H R E AT S  O N  T H E  D A R K  W E B

By partnering with Searchlight Cyber, you’ll unlock access to 15+ years of expertise and 
research in internet anonymity and previously unobtainable dark web sources, including;

L I V E  A N D  H I S T O R I C  
D ATA  F R O M

8 5 0 K +
dark web sites

I N T E L  O N  B U Y E R S ,  S E L L E R S ,  
A N D  G O O D S  F R O M

1 0 0 +
dark web marketplaces

A N D  
C H AT T E R  O N

7 0 +
dark web forums

P R O P R I E TA R Y  D A R K  W E B  
T E C H N O L O G Y I N T U I T I V E  U S E R  I N T E R F A C E I N V E S T I G AT E  L I V E  A N D  

H I S T O R I C  D A R K  W E B  D ATA

S A F E G U A R D  A L L  Y O U R  
D I G I TA L  A S S E T S

D R I L L  I N T O  A  C R I M I N A L’ S  
A C T I V I T Y  A N D  M O D U S  
O P E R A N D I

C O M P LY  W I T H  S E C U R I T Y  
S TA N D A R D S ,  I N C L .  
I S O  2 7 0 0 1  &  P C I  D S S  4 . 0

S O U R C E :  G A RT N E R  P E E R  I N S I G H T S  ( I N D E P E N D E N T LY  V E R I F I E D  R E V I E W S )

T H I S  D A R K W E B  S C A N N E R  I S  T H E  O N E  T O  H A V E !  T H I S  W O R K S  W O N D E R S  F O R  O U R  
I N V E S T I G AT I O N S  E F F O RT S  A N D  C R O S S - S I T E  R E F E R E N C I N G  O F  U S E R S  A N D  S I T E S .
S E N I O R  C Y B E R  S E C U R I T Y  E N G I N E E R

Founded in 2017, Searchlight Cyber is a company that specializes in dark 
web threat intelligence. We assist US Government and Law Enforcement 
agencies, commercial enterprises, and managed security services 
providers around the world in identifying criminal activity on the dark 
web and preventing potential threats.

U K  H E A D Q U A RT E R S  
Suite 63, Pure O�ices, 1 Port Way,
Port Solent, Portsmouth PO6 4TY
+44 (0)345 862 2925

U S A  H E A D Q U A RT E R S
900 16th Street NW, Suite 450,
Washington, DC 20006
+1 (202) 684 7516
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