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Prices from $500 | work only

’uS with RU speaking users

VPN access to insurance corp

FOR GOVERNMENT et GOV ACCESS IN SALE

Huge numbers of passports,
court cases & other docs

UNCOVER CRIMINAL kb

ACTIVITY ON THE DEEP We have to access the dark
AND DARK WEB. web in order to gather

Gain the operational advantage over evidence the Clblhty to dO L—hls
cybercriminals. Intercept communications, . ’ .
uncover forums, and extract data that human MSlng the Stealﬂ’l Bi’OwSET 1sa
traffickers, drug cartels, and terrorist groups 4

don’t want you to have - before they undermine huge beneﬁt bOth in L—erms: Of
your operations. resources and peace of mind.

LN

STAY AHEAD OF CRIMINALS WITH COMPREHENSIVE INTELLIGENCE

Gain instant visibility into what’s being shared on the dark web, even content that’s been deleted. With over
15 years of archived intelligence gathered from dark web marketplaces, forums, and ransomware leak sites.

@ USER-FRIENDLY DARK WEB TOOLS FOR FASTER INVESTIGATIONS

Access curated and searchable dark web intelligence through a secure and user-friendly platform,
enabling proactive threat detection, credential leak monitoring, and early warning on emerging threats.

O SECURELY INVESTIGATE THE DARK WEB WITHOUT THE RED TAPE

Our ransomware, marketplace, and vendor dashboards empower investigators of all experience levels to go “incognito”,
quickly identify emerging threats, and directly access the dark web using our in-browser, dark web virtual machine.

PART OF SEARCHLIGHT’S ALL-IN-ONE EXTERNAL CYBER RISK MANAGEMENT SOLUTION

A ASSETNOTE & DARKIO @ CERBERUS

Attack Surface Management Dark Web Monitoring Dark Web Investigations
« Hourly scans across your « Continuous dark web scanning + ldentiy, preserve, and share
entire environment R dark web evidence with ease
+ Get prioritized alerts focused on
« Alerts on verified exposures, your specific attack surface « Securely access Tor and I12P
with POC’s for every finding . . services with our virtual machine
+ Resolve threats quicker with out
« Zero-day alerts from our MITRE ATT&CK® mapping « Set alerts to monitor keywords

research team in product and actors across the dark web



Uncover and take ¢
on dark web crime

| CERBERUS IS USED GLOBALLY TO DEFEND PEOPLE AND COUNTRIES. IT HAS BEEN
USED IN SOME OF THE BIGGEST CASES INVOLVING DARK WEB ACTIVITY AND HAS HAD
A PROVEN IMPACT IN BRINGING PERPETRATORS TO JUSTICE.

KEY FEATURES

@

Access pre-aggregated intelligence
on the most active markets and
vendors - making it easier to focus
on local or mission-specific threats.

Ransomware Group
& Market Dashboards

Stealth Browser, Dark
=~ Web Virtual Machine

Anonymously investigate 12P and Tor
directly from the browser, safe in the
knowledge that your identity is
protected and malware can’t jump to
your live network.

: Cerberus
5o Allnsights

Automatically turn dense,
unstructured dark web discussions
into actionable insights -
summarizing conversations,
categorizing threats, and

analyzing sentiment.

10is Case Management and
‘%o Activity Alert Tools

Easily identify, preserve and share
evidence related to criminal operations
with simple case management tools
and activity alerts for keywords and
high-risk threat actors.

TRUSTED BY GOVERNMENT AGENCIES AND
LEADING COMPANIES WORLDWIDE
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CYBER
ESSENTIALS

= Leaked

?q‘ Credential Search
Accelerate investigations and
unmask high-risk actors hiding
behind online aliases with access to
previously hard-to-obtain stolen
credential data.

— Al-Powered

; Translation
Understand what criminals are
saying using our Al-Powered

Translation, optimized for dark
web content.
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