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network - price $5000
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Expand your cyber threat intelligence us to create one Ofﬂ’le best
capabilities with Cerberus, the world’s most S@TU’:C@S on L—he mai’ketfor
powerful dark web search and investigation ; . )
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threat actors coordinate - before they target

your business. web exposure.

@ UNCOVER HIDDEN THREATS IN COVERT FORUMS AND CHATS

Access curated and searchable dark web intelligence through a secure and user-friendly platform,
enabling proactive threat detection, credential leak monitoring, and early warning on emerging threats.

E SUPPORT CRITICAL CLIENT INVESTIGATIONS

Accelerate investigations from due diligence in acquisitions to executive threat response. Cerberus’s powerful
search tools help CTl teams quickly identify and report on relevant threats to your clients’ businesses.

$5CX SEARCH LIVE AND HISTORIC DARK WEB DATA

Our dataset is automatically updated and archived, meaning data remains within in Cerberus even if it was deleted at the
source. CTl teams can search across years of historic data to uncover long-term threat actor and ransomware patterns.

PART OF SEARCHLIGHT’S ALL-IN-ONE EXTERNAL CYBER RISK MANAGEMENT SOLUTION

A ASSETNOTE & DARKIO @ CERBERUS

Attack Surface Management Dark Web Monitoring Dark Web Investigations
« Hourly scans across your « Continuous dark web scanning + ldentiy, preserve, and share
entire environment R dark web evidence with ease
+ Get prioritized alerts focused on
« Alerts on verified exposures, your specific attack surface « Securely access Tor and I12P
with POC’s for every finding . . services with our virtual machine
+ Resolve threats quicker with out
« Zero-day alerts from our MITRE ATT&CK® mapping « Set alerts to monitor keywords

research team in product and actors across the dark web



Criminals using the dark web think you
can’t see them. With Cerberus, yo

| GAIN VISIBILITY INTO ILLICIT FORUMS, MARKETPLACES, AND ENCRYPTED CHANNELS
WHERE THREAT ACTORS COORDINATE - USING THE SAME PRODUCTS AND DATASET
TRUSTED BY LAW ENFORCEMENT ORGANIZATIONS AROUND THE WORLD.

KEY FEATURES

@ Ransomware Group

& Market Dashboards
Access continuously updated intel on
100s of active ransomware actors,
groups, and markets. Track their
latest tactics, targets, and victims, so

you know who’s most likely to strike
your clients’ business.

Stealth Browser, Dark
=~ Web Virtual Machine

Anonymously investigate 12P and Tor
directly from the browser, safe in the
knowledge that your identity is
protected and malware can’t jump to
your live network.

Cerberus
5o Allnsights

Automatically turn dense,
unstructured dark web discussions
into actionable insights -
summarizing conversations,
categorizing threats, and

analyzing sentiment.
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Make Searching on
the Dark Web Easier
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Simplify intelligence gathering by
setting up automated alerts for
keywords, Boolean queries,
threat actors, and activity relevant
to your clients.

= Leaked Credential
{?‘? Search

Perform point-in-time searches for
previously hard-to-obtain stolen
credential data to enhance
intelligence requests, incident
response, and investigations related
to breach and infostealer data.

— Al-Powered

; Translation
Understand what criminals are
saying using our Al-Powered

Translation, optimized for dark
web content.

TRUSTED BY LEADING MSSPs AND COMPANIES WORLDWIDE
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Suite 63, Pure Offices, 1 Port Way,
Port Solent, Portsmouth PO6 4TY
+44 (0)345 862 2925

44 Merrimac Street,
Newburyport, MA 01950
+1 (202) 684 7516
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