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MITRE ATT&CK GUIDANCE

F O R M S S P S T1590 - GATHER VICTIM NETWORK INFORMATION
T1090.003 - PROXY: MULTI-HOP PROXY

T1595 - ACTIVE SCANNING

PROACTIVE DARK WEB &

MONITORING FOR ADVANCED The addition of the pre-attack
THREAT DEFENCE intelligence provided by

Defend your clients against deep and dark web 4

threats and grow your business as an MSSP SearChhght Cy ber COmp lements :
partner. With DarklQ, you can automatically th@ gi’Owth Ofﬂ/le more

|der'1t|f|es threats to the c'llents’ 'brand, supply Conventionalpr()tection mai’ket,‘
chain, and employees, with actionable dark web

alerts - before they become costly incidents. such as SOC and EDR.

(9 DIFFERENTIATE YOUR OFFERING AND GROW YOUR BUSINESS

Our flexible MSSP pricing makes it easy for partners to add dark web intelligence to their managed
SOC services and enhance one-off pen-tests, security audits, and incident response services.

DZ'\FF UNCOVER HIDDEN THREATS AND UPSELL OTHER SERVICES

Use our advanced engine as a basis for service wraps. DarklQ automatically indexes, translates,
and enriches dark web data - filtering out the noise so you can act on the earliest signs of an attack.

@ DETECT PRE-ATTACK SIGNALS NO OTHER VENDOR CAN SEE

Gain visibility into Tor traffic to and from your clients’ network, enabling the detection of insider
threat, data exfiltration attempts, and potential malware command-and-control activity.

PART OF SEARCHLIGHT’S ALL-IN-ONE EXTERNAL CYBER RISK MANAGEMENT SOLUTION

A ASSETNOTE & DARKIO @ CERBERUS

Attack Surface Management Dark Web Monitoring Dark Web Investigations
« Hourly scans across your « Continuous dark web scanning + ldentiy, preserve, and share
entire environment R dark web evidence with ease
+ Get prioritized alerts focused on
« Alerts on verified exposures, your specific attack surface « Securely access Tor and 12P
with POC’s for every finding . . services with our virtual machine
+ Resolve threats quicker with out
« Zero-day alerts from our MITRE ATT&CK® mapping « Set alerts to monitor keywords

research team in product and actors across the dark web



Stop cyber a before they happen

WITH THE HELP OF DARK WEB INTELLIGENCE, OUR PARTNERS ARE ABLE TO DETECT
EXTERNAL THREATS BEFORE THEY HAPPEN. THIS SHIFT FROM REACTIVE TO PROACTIVE
INTELLIGENCE ALLOWS THEM TO SHOWCASE THEIR ROI BY IDENTIFYING CYBERCRIMINALS
IN THE RECONNAISSANCE STAGE AND PREVENTING ATTACKS.

KEY FEATURES

% Multi-Tenant @ Dark Web Traffic d]L‘] Modeled by the Way
Monitoring Monitoring You Do Business

Easily create and manage multiple Advanced network traffic analysis Whether you offer year-round
customer profiles from a single provides visibility into all incoming managed support or one-off
dashboard. Monitor the brand and outgoing dark web traffic to engagements, our flexible
mentions across underground any client’s IP address, CIDR, or pricing allows you to add DarkIQ
forums, marketplaces, and encrypted  domain using our proprietary licenses as needed, while protecting
Telegram and Discord chats. agentless technology. your margins.

— | Al-Powered (29 Integrated MITRE ~\ Company Health
al Translation ATT&CK® mapping Dashboard & Reporting
Understand what criminals are Rapidly respond to threats with Create one-click reports on the latest
saying using our Al-Powered context-rich alerts mapped to the threats and ransomware groups, with
Translation, optimized for dark relevant MITRE ATT&CK® techniques the option to add your own branding.
web content. and their recommended mitigations.

TRUSTED BY LEADING MSSPS AND COMPANIES WORLDWIDE
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